BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (the “Agreement”) effective as of _________ __________ 2010 (the “Effective Date”) is entered into by and between Easter Seals New Hampshire, Inc. (the “Covered Entity”) and ________________________________ (the “Business Associate”).
                                                                          
WHEREAS, the Covered Entity has engaged the Business Associate to perform certain services for the Covered Entity (the “Service Agreement”) and the Covered Entity may disclose Protected Health Information (as hereinafter defined) to the Business Associate and the Business Associate may receive, use, disclose, transmit, store and/or maintain (collectively, “Uses and/or Discloses” or, as the context shall require “Use and/or Disclosure”) the Protected Health Information in its performance of services for the Covered Entity; and

WHEREAS, the Covered Entity and the Business Associate intend to comply with (a) the Standards for Privacy of Individually Identifiable Health Information codified at 45 C.F.R. Part 160 and Part 164 (the “Privacy Rules”); (b) the Standards for Electronic Transactions codified at 45 C.F.R. Part 162 (the “Transaction Rules”); (c) the Standards for the Security of Individually Identifiable Health Information codified at 45 C.F.R. Part 164 (the “Security Rules”), all promulgated under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”)(the Privacy Rules, Transaction Rules and Security Rules are sometimes collectively referred to herein as the “HIPAA Rules”); and (d) the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005, and regulations promulgated thereunder (the “HITECH Act”) by the United States Department of Health and Human Services (“HHS”); and

WHEREAS, this Agreement sets forth the terms and conditions pursuant to which Protected Health Information that is provided by, or created or received by, the Business Associate from or on behalf of the Covered Entity will be handled, used, disclosed and protected.
 
NOW, THEREFORE, in consideration of the foregoing and of the mutual covenants and agreements hereinafter addressed, the parties agree as follows:
 
1.	Definitions.  Capitalized terms used in this Agreement that are not defined herein shall have the meaning ascribed to them in the HIPAA Rules and the HITECH Act.  For the purposes of this Agreement:
		(a) “Administrative Safeguards” has the meaning given in 45 C.F.R. § 164.304, with the exception that it shall apply to the Business Associate's Workforce and not the Covered Entity’s Workforce.


	(b) “Protected Health Information” has the meaning given in 45 CFR § 160.103 except that it shall also be deemed to include Electronic Protected Health Information.

2.         Services.  The Business Associate provides services for the Covered Entity that involve the Use and Disclosure of Protected Health Information.  Except as otherwise specified herein, the Business Associate may make any and all uses of Protected Health Information that are necessary to perform its obligations under the Service Agreement.  However, the Business Associate may Disclose Protected Health Information for the purposes authorized by this Agreement only (a) to its employees, subcontractors and agents, in accordance with Section 3, or (b) as otherwise directed by the Covered Entity.
 
3.         Responsibilities of Business Associate.   With regard to its Use or Disclosure of Protected Health Information, the Business Associate hereby agrees that it shall:                                                                                           
(a) Approved Uses or Disclosures.  Use or Disclose the Protected Health Information only as needed to perform its obligations to the Covered Entity under the Service Agreement, provided that such Use or Disclosure would not violate the HIPAA Rules or the HITECH Act if done by the Covered Entity.

 (b) Prohibited Uses and Disclosures.  Not Use or further Disclose Protected Health Information other than as permitted or required by this Agreement, the Service Agreement or as otherwise required by law.  Business Associate shall not Use or Disclose Protected Health Information for Fundraising or Marketing purposes or otherwise receive remuneration, either directly or indirectly, in exchange for Protected Health Information, except with prior written consent of the Covered Entity and as permitted by the HITECH Act; however, this prohibition shall not include payment to Business Associate by the Covered Entity for services provided pursuant to the Service Agreement.  Further, Business Associate shall not Disclose Protected Health Information to a Health Plan for Payment or Health Care Operations if the Individual has requested this special restriction, such restriction has been communicated to the Business Associate, and the Individual has paid out of pocket in full for the health care item or service to which the Protected Health Information solely relates.

(c) Minimum Necessary.  Use or Disclose only the minimum amount of Protected Health Information necessary to accomplish the purpose of the request, Use or Disclosure.  Business Associate understands and agrees that as of the Effective Date regulations and official guidance from HHS concerning the definition of "minimum necessary" have not yet been issued in final form and the Business Associate covenants that it shall keep itself informed of official HHS guidance or regulations issued after the Effective Date and that it shall comply with any such guidance or regulations.
 
(d) Appropriate Safeguards.  Use appropriate safeguards to prevent unauthorized Use or Disclosure of such Protected Health Information.
 
(e) Cooperate with Covered Entity.  Cooperate with the Covered Entity in investigating and in taking (i) prompt corrective action to cure any violation of the HIPAA Rules or the HITECH Act, including but not limited to, making reasonable efforts to mitigate, to the extent practicable, any harmful effects arising from any improper access, Use or Disclosure of Protected Health Information under the terms of this Agreement or any Security Incident or Breach of unsecured Protected Health Information of which it becomes aware, and (ii) any action pertaining to any such violation or breach required by such federal regulations.

(f) Reporting to Covered Entity.  Report to the designated privacy officer of the Covered Entity, in writing, (i) any Use or Disclosure of Protected Health Information that is not permitted or required by this Agreement, any Breach of Unsecured Protected Health Information and (ii) any Security Incident of which Business Associate becomes aware within ten (10) days of the Business Associate’s discovery of such unauthorized Use or Disclosure or Security Incident.

(g) Employees, Subcontractors, etc.  Require all of its employees, representatives, subcontractors or agents that receive or use or have access to Protected Health Information to agree to adhere to the same restrictions and conditions on the Use and/or Disclosure of Protected Health Information as are contained herein.
 
(h) Access by Individuals.  Provide access, at the request of Covered Entity, and in the time and manner designated by Covered Entity, to Protected Health Information in a Designated Record Set, to Covered Entity or, as directed by Covered Entity, to an Individual in order to meet the requirements under 45 CFR 164.524.  If Business Associate maintains an Electronic Health Record, Business Associate shall provide such information in electronic format to enable the Covered Entity to fulfill its obligations under the HITECH Act, including but not limited to those set forth at 42 U.S.C. § 17935(e).

(i) Amendment of Protected Health Information by Individuals.  Make any amendment(s) to Protected Health Information in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 164.526 at the request of Covered Entity or an Individual, and in the time and manner designated by Covered Entity.  If any individual requests an amendment of Protected Health Information directly from Business Associate (or Business Associate's agents or subcontractors), Business Associate shall notify the Covered Entity within ten (10) business days of the request. Any approval or denial of a request to amend Protected Health Information maintained by Business Associate (or Business Associate's agents or subcontractors) shall be the responsibility of the Covered Entity.
(j) Accounting for Disclosures.  Document such disclosures of Protected Health Information and make available to the Covered Entity such information related to such disclosures as would be required for the Covered Entity to respond to a request by an Individual for an accounting of disclosures in accordance with 45 C.F.R. §164.528 and the HITECH Act (specifically, 42 U.S.C.§ 17935(c). At a minimum, Business Associate (and Business Associate's agents and subcontractors) agrees and warrants to document and provide: (i) the date of disclosure; (ii), the name of the person or entity to whom the disclosure and, if known, the address of the person or entity who received Protected Health Information; (iii) a brief description of the Protected Health Information disclosed; and (iv) a brief statement of the purpose of the disclosure that reasonably informs the Individual who is the subject of the Protected Health Information of the basis for the disclosure, or a copy of the written request for disclosure. If Business Associate (or Business Associate's agent or subcontractor) directly receives a request for an Accounting of Disclosures, Business Associate shall forward the request in writing to the Covered Entity within ten (10) calendar days of the receipt of such request by Business Associate (or its agent or subcontractor). If Business Associate maintains an Electronic Health Record, Business Associate shall provide such information in electronic format to enable the Covered Entity to fulfill its obligations under the HITECH Act, including but not limited to those set forth at 42 U.S.C. § 17935(e).

(k) Access by HHS.  Make available all records, books, agreements, policies and procedures relating to the use and/or disclosure of Protected Health Information to the Covered Entity, or at the request of the Covered Entity to the Secretary of HHS for purposes of determining the Covered Entity’s compliance with the HIPAA Rules and the HITECH Act.
 
(l) Access by Covered Entity.  Upon written request, make available during normal business hours at Business Associate’s offices all records, books, agreements, policies and procedures relating to the Use and/or Disclosure of Protected Health Information to the Covered Entity within thirty (30) days for purposes of enabling the Covered Entity to determine the Business Associate’s compliance with the terms of this Agreement. 
  
(m) Return or Destruction of Protected Health Information.  Return to the Covered Entity or destroy in the manner required by this Agreement, as requested by the Covered Entity, within thirty (30) days of the expiration or termination of this Agreement, the Protected Health Information in Business Associate’s possession and retain no copies or back-ups of any kind. 

(n) Security Safeguards.  Implement reasonable and appropriate Administrative, Physical and Technical Safeguards (set forth at 45 CFR §§ 164.308, 164.310 and 164.312) to (i) protect the Confidentiality, Integrity, and Availability of the Protected Health Information that the Business Associate Uses and/or Discloses on behalf of the Covered Entity, and (ii) to prevent the Use or Disclosure of Protected Health Information other than as provided in this Agreement or as otherwise Required by Law.  Business Associate shall also comply with the policies, procedures and documentation requirements of the Security Rules as set forth at 45 C.F.R. § 164.316.
(o) Rendering Protected Health Information Unusable, Unreadable or Indecipherable.  Use the Guidance Specifying the Technologies and Methodologies That Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals for Purposes of the Breach Notification Requirements Under Section 13402 of the HITECH Act as set forth at 74 Federal Register 19006-19010, to:

(i)  Determine whether "unsecured protected health information" has been breached, thereby triggering the notification requirements specified in section 13402 of the HITECH Act and its implementing regulations; and

(ii) Dispose of documents and/or electronic media containing Protected Health Information in such a manner as to render it unusable, unreadable or indecipherable (as described in Section 3(p)(ii) below).

(p) Destruction of Documents and Electronic Media Containing Protected Health Information. Except as otherwise provided in this Agreement, including but not limited to Section 5(c), Business Associate shall ensure that Protected Health Information provided to or obtained by Business Associate from the Covered Entity that is contained in any document or electronic media is rendered unusable, unreadable or indecipherable to unauthorized individuals in disposing of any such documents or electronic media either in the normal course of business or under this Agreement by destroying it in one of the following ways:

(i)  Paper, film, or other hard copy media shall be shredded or destroyed such that the Protected Health Information cannot be read or otherwise cannot be reconstructed; or

(ii) Electronic media shall be cleared, purged, or destroyed consistent with NIST Special Publication 800-88, Guidelines for Media Sanitization, such that the Protected Health Information cannot be retrieved.

(q) Pattern or Practice of Breach by Covered Entity.  Pursuant to 42 U.S.C. § 17934(b), if Business Associate becomes aware of a pattern of activity or practice of the Covered Entity that constitutes a material breach or violation of the Covered Entity’s obligations under this Agreement, the Business Associate agrees and warrants to take reasonable steps to cure the breach or end the violation. If such steps are unsuccessful, Business Associate agrees to terminate any Underlying Agreement(s) and this Agreement if feasible or, if termination is not feasible, report the problem to the Secretary of HHS. Business Associate shall provide written notice to the Covered Entity of any pattern or practice that Business Associate believes constitutes a material breach or violation of Covered Entity’s obligations under this Agreement within five (5) business days of discovery.

4.         Responsibilities of the Covered Entity.  With regard to the Use and/or Disclosure of Protected Health Information by the Business Associate, the Covered Entity hereby agrees:
                                                                                         
(a) To inform the Business Associate of any changes in the form of notice of privacy practices that the Covered Entity provides to individuals pursuant to 45 C.F.R. §164.520 and provide the Business Associate a copy of the notice currently in use;
 
(b) To inform the Business Associate of any changes in, or withdrawal of, the permission provided to the Covered Entity by individuals whose Protected Health Information may be used or disclosed by Business Associate, if such changes affect Business Associate’s permitted or required Uses and/or Disclosures;
 
(c) To notify the Business Associate, in writing and in a timely manner, of any restrictions on the Use and/or Disclosure of Protected Health Information agreed to by the Covered Entity as provided for in 45 C.F.R. §164.522; and

(d) Not to request Business Associate to Use and/or Disclose Protected Health Information in any manner that would not be permissible under the HIPAA Rules if done by the Covered Entity.
 
5.         Term and Termination.
 
(a) Term.   This Agreement shall become effective on the Effective Date and shall terminate when all of the Protected Health Information provided by Covered Entity to the Business Associate, or created or received by the Business Associate on behalf of the Covered Entity, is destroyed or returned to the Covered Entity, or, if it is not feasible to return or destroy such Protected Health Information, protections are extended to such information in accordance with Section 5(c) below.
 
(b) Termination.   Upon Covered Entity’s knowledge of a material breach of this Agreement by Business Associate, Covered Entity shall provide an opportunity for Business Associate to cure the breach or end the violation and may terminate this Agreement and the Service Agreement if Business Associate does not cure the breach or end the violation within the time specified by the Covered Entity.  If the Business Associate has breached a material term of this Agreement and cure is not possible, then the Covered Entity may immediately terminate this Agreement and the Service Agreement.  If termination is not feasible, the Covered Entity shall report the breach to the Secretary of HHS.

(c) Effect of Termination.

(i)  Except as provided in subparagraph (ii) of this Section, upon termination of this Agreement, for any reason, Business Associate shall return or destroy all Protected Health Information received from Covered Entity, or created or received by Business Associate on behalf of Covered Entity.  This provision shall also apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate.  Business Associate shall retain no copies of the Protected Health Information.  If the Business Associate elects to destroy all Protected Health Information as aforesaid, then Business Associate shall certify in writing to the Covered Entity that such Protected Health Information has been destroyed in accordance with the terms of Section 3(p) of this Agreement, unless the maintenance by Business Associate of such Protected Health Information is required by applicable law or if it is infeasible as described in subparagraph (ii) of this Section.

(ii)  In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or destruction infeasible.  Upon mutual agreement of the parties that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this Agreement to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information.
 
6.         Survival. The respective rights and obligations of Business Associate and Covered Entity under the provisions of Sections 3 and 5(c) shall survive the termination of this Agreement indefinitely.
 
7.         Amendment. This Agreement may not be modified or amended, except in writing as agreed to by each party.  Provided, however, that the parties agree to take such action as is necessary to amend this Agreement to comply with the requirements of the HIPAA Rules and the Health Insurance Portability and Accountability Act, Public Law 104-191.
                                                                                        
8.         No Third Party Beneficiaries. Nothing express or implied in this Agreement is intended to confer, nor anything herein shall confer, upon any person other than the parties hereto any rights, remedies, obligations, or liabilities whatsoever. 
 
9.         Notices. Any notices to be given hereunder shall be made via U.S. mail or express courier, or hand delivery to the other party’s address given below as follows:
 
If to Business Associate:        Attn:______________________
__________________________
__________________________
__________________________
 
If to Covered Entity:               ___________________, Privacy Officer
Easter Seals New Hampshire, Inc.
555 Auburn Street
Manchester, NH  03103

	10.	Inconsistencies. To the extent of any inconsistencies between the Service Agreement and this Agreement, the terms and conditions of this Agreement shall be controlling.

11.	Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Covered Entity to comply with the Privacy Rules and the HITECH Act.

12.	Entire Agreement. This Agreement contains the entire agreement of the parties with respect to the subject matter hereof and all other agreements between the parties concerning the subject matter hereof, whether oral or written, are superseded hereby. 						

IN WITNESS WHEREOF, the parties hereto hereby execute this Agreement as of the Effective Date.
 

Business Associate:  
____________________________________		

_______________________              By:__________________________________
Witness                                               Name:____________________
Title: ____________________
Date:_____________________
 
 
Covered Entity:
Easter Seals New Hampshire, Inc.

 
________________________             By:______________________________________
Witness                                                Name:_____________________
	Title:______________________
 Date:_____________________
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